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Zero Trust Network Security Maturity Model

Segmentation

Segment networks to prevent
lateral movement and data
exfiltration

Threat Protection

Real-time threat protection to
detect and respond to threats
on networks
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Encryption

Protect data and end-to-end
traffic flow with strong
encryption standards



Protection services enabling zero trust

DDoS protection Web Application Firewall
DDOS protection tuned to Centralized inbound web
your application traffic application protection
patterns from common exploits

and vulnerabilities

Azure Firewall

Advanced Network and
Application threat
protection for Azure cloud
Infrastructure.
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Network Security Groups VNET Integration
Distributed inbound & Restrict access to Azure
outbound network (L3-L4) service resources (PaaS) to
traffic filtering on VM, only your Virtual Network
Container or subnet using VNET Injection, Private

Link and Service Endpoints

Application protection

Segmentation



Azure network security e

Layered defense approach with .......................................
cloud native services ST e

A Zero Trust approach A . _ _ . . _
Stop attacks at Network edge PiiiiS -
Use virtual network for network NSG"-/ASG R lf" ] A"- vn | Dl; . Front Door<_</..\
. ' : oo pplication zure Irua (o] ith WAF
segmentation A A Azure and UDR  Gateway  Firewall  Network Protection v . \../’
_ _ I Deployments : with WAF Isolation : \[/
Control routing behavior A ; i : ;
ALY : ; ; ; : Internet

Use Service Endpoints to restrict access
to PaaS resources

Use Private Link to enable private access R :
to your PaaS services L

Use Private Link Service to provide e Tl e e
private access to your provider service el e



Network Security Group il e
NENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE \{ --------------- .
: Region us-west ) :
e S0 S :
. EVirtuaI Network _=-" :
. . . . ivnet1: 10.1.0.0/16- = = T-=0
@ Protects workloads with distributed ACLs P g *
2 R allow httph,
: i/ \
| s Dnse
@ Appliedon subnets or NICs
< s
AN < :
@ i@
— N
O Supports application security groups to 2 S
enable micro-segmentation @ @
web app i
‘ Supports service tags for Azure service |IP :
addresses e ;
Action Source Destination
Allow Webrule Internet 10.1.1.0/24 443
Allow Webtoapp web app 80

Deny DenyAll Any Any Any



Network Security Group

Inbound security rules
Priority Name
65000 AllowVnetinBound
65001 AllowAzureLoadBalancerinBound

65500 DenyAllinBound

Outbound security rules
Priority Name
65000 AllowVnetOutBound
65001 AllowInternetOutBound

65500 DenyAllOutBound

Any
Any

Any

Protocol
Any
Any

Any

Source

VirtualNetwork

AzureLoadBalan...

Any

Source
VirtualNetwork
Any

Any

Destination
VirtualNetwork
Any

Any

Destination
VirtualNetwork
Internet

Any

Action
@ Allow
@ Allow

& Deny

Action
@ Allow
@ Allow

® Deny
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Access to Azure PaaS services

Communication over public IP address

@ Paas service ranges are public IP ranges

............................................. Y T
/
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. ublic IP address
@ Workloads need a public IP address to reach N
the services. e .
| Ll
N Fnd S o &

Azure PaaS services

‘ Firewall needs rules to allow this traffic.

eeeeeerrer——— £ ™ Virtual Network (10.0.0.0/16)
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Private Link

Private connectivity to your

specific PaaS resource

Traffic stays on Microsoft backbone
No firewall rules for public IP ranges
Private access from on-premises

Private access across vnet peers

Data exfiltration protection

On-premises
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Private Endpoint: DNS Integration

Using Custom DNS on Azure

v

v

Resolving on Custom DNS on Azure with
conditional forwarding for Azure DNS
Integrate Private Zone DNS with private
record for VNet

Resolve from on premises using same
Custom DNS

On premises Clients

i

A

Using Private Zone DNS
v' Same connection URL, no change required on Applications
v' Easy to configure DNS server to resolve from VNet
v' Internet remains resolving to Public IP address

Azure DNS

DNS Conditional Forwarders
service.windows.net
-> Azure DNS name servers

Qv
Private Zone DNS
Domain: privatelink.service.windows.net

A: myresource->10.1.1.20

;.

\ 4
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Custom DNS |

192.168.1.0/24

¢l

10.1.1.20




Private Link Service

@ Application running behind Standard
Load Balancer

@ Private Link Service tied to Frontend IP
configuration of Standard Load Balancer

@ Frontend IP Configuration can be either
Public or Private

: Standard Application VMs
Private Link I Load Balancer
Service :
Subnet
(10.0.1.0/24)

Virtual Network
(10.0.0.0/16)




Private Link Service

Service Consumer ‘ Service Provider

»
»

A

(10.0.0.0/16) (10.0.0.0/16)

Deny Internet
2t @
: 10.0.1.5 _ i
: Private :
I I Link I
| % |
1 1
1 1
1 1
: <> |
I i Standard o I
| VMs Private Private Link : Loafjagalaarncer Application VMs |
! Endpoint 5 I 1
' P Service I I
B L e
Subnet Subnet
(10.0.1.0/24) (10.0.1.0/24)
<
Virtual Network Virtual Network




<:> Approval Worktlow

&

Service Consumer Service Provider : ____________ 1
I
|
a Create your application ‘é_ % :
behind a standard Load I
Balancer. Standard ILB1 |
1 Application VMs :
[
. . Subnet
e Create a Private Link
Service attached to SLB FE
IP.
e Share the private link service ID <ServiceName>. <GUID>.
I Create a Private endpoint in an (Alias/ARM URI) with <region>.azure.privatelinkservice
< > b y consumers. You can either do

subnet by specifying a private Link

service URI/Alias. it offline or advertise publicly.
A
7 A € U
e Configure your DNS record for fo prgvl-egt Will be
P~ easy access using the private IP €r for apse”t e Act on the request —
address (CA). Proyg Accept/Reject It.
e Connection -cion sent
Succeeded/Rejected. DeC\onSumer
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Azure Firewall

Secures digital assets using cloud-native firewall capabilities

with built-in high availability, auto-scalability, and zero User configuration o .~ . . g Microsoft Threat Intelligence
. L3-L7 connectivity policies N Known malicious IPs and FQDNs
maintenance. P

.....

Threat intel, Web
Categories NAT,

Key Benefits P
VNE-|:/V’WAN network and

Network and Application traffic filtering application traffic
filtering rules
allows inbound/

Built-in Threat intelligence
outbound access

Deploys and scale in minutes

Supports E-W and N-S traffic filtering N S — o> ( )
Azure Firewall y
Traffic is denied
by default

Supported SKUs

Azure to on-prem
traffic filtering
Premium SKU for high-security environments ann

On-premises

Basic SKU for SMB segment (preview)

Standard SKU for enterprise & government organizations

Spoke VNets




Our History

GA GA
Firewall Standard AZ support/Multiple PIP
Sept 2018 July 2019
2018 2019

Preview

Threat Intelligence
May 2019

GA

Firewall Manager
July 2020

2020

Preview

Firewall Manager
Feb 2020

GA
Firewall Premium
Aug 2021
2021 2022

I

H
o o

Preview Preview
Firewall Premium Perf boost/
Feb 2021 Network name
Jan 2022

Preview

(Planned)

Basic SKU
April 2021



Azure Firewall

Secures digital assets using cloud-native firewall capabilities with . _ ,
a. . O e .. ) User configuration _ = Microsoft Threat Intelligence
built-in high availability, auto-scalability, and zero maintenance. L3-L7 connectivity policies Known malicious IPs and FQDNs

Key Benefits

Threat intel, Web
= Network and Application traffic filtering P Ca:egoLies ';AT'
network an
= Built-in Threat intelligence S VNET/VWAN application traffic

. . filtering rules
= Deploys and scale in minutes allows inbound/
outbound access

=  Supports E-W and N-S traffic filtering

«—o— (NN
spoke2 | < 5 —€ > /)
Supported SKUs poke Azure Firewall
. . . Traffic is denied
= Basic SKU for SMB segment (Public Preview) by default

= Standard SKU for enterprise & government organizations

*  Premium SKU for high-security environments A
zure to on-prem
traffic filtering ]:

Spoke VNets
P s

On-premises




Our History

GA GA GA GA
Firewall Standard AZ support/Multiple PIP Firewall Manager Firewall Premium
Sept2018 July 2019 July 2020 Aug 2021

01 02 05 Q
2018 2019

2020

I | |

2021

O 04 O

Preview Preview Preview
Threat Intelligence

Firewall Manager
May 2019

Firewall Premium
Feb 2020

Feb 2021

2022

I |
CENCE O @ @ @) @ @ O

~
O

Preview

Perf boost/
Network name
Jan 2022

Preview

Policy Analytics
Sep 2022

o
»

-
o

Preview

Basic SKU
Oct 2022



Firewall Use Cases

VNET deployment
=  Firewall is in a Hub VNET.

= Secure traffic between spoke VNETs, subnets within VNETs and
traffic to the internet.

= QOptionally secure traffic to Branch offices via ER/VPN Gateway.

Virtual WAN (aka Secure Hub)
=  Firewall is inside a Virtual WAN hub.
= Secure traffic between VNETs, Branch offices and cross hub.

= Automate route configuration to easily attract traffic to the
firewall.

Forced Tunnel mode

" [Internet breakout is via a 3rd party firewall deployed on-premise
or elsewhere.

" Forced tunnel to on-premise firewalls is supported in VNET
environments. Virtual WAN environments supports 3P security
partner provider for breakout to the internet via CheckPoint &
ZScaler.

Traffic to
Internet

4 4
4ed > \ B
On-premises
Hub VNET
DS
[ T1

Direct Traffic to Trafflc to Internet
Internet via 3P Firewall

/...\HQ — Q%“

Branch office

VNET VNET

$ Secure Hub $
loedd

Branch office



Azure Firewall Basic
Enterprise-grade security for small and medium businesses

Microsoft Threat Intelligence

. . . . User configuration ° Known malicious IPs and
Comprehensive, cloud-native network firewall security L3-L7 connectivity policies FQDNs

= Network and application traffic filtering

= Threat intelligence to alert on malicious traffic

= Built-in high availability ofe Firewal/ 85.. IQ:@?:,:‘:;';,NAI
. . . . application
= Seamless integration with other Azure security traffic filtering
services ir:Leos uar:Ido/ws
: . ) outbound access
Simple setup and easy-to-use i ) o (
.o--: :: .: \ /
= Setup in just a few minutes Spoke 2 B Azure Firewall 3

Trafficis denied

= Automate deployment (deploy as code) by default

" Central VNet

Azure to on-
prem traffic

= Zero maintenance with automatic updates

= Central management via Azure Firewall Manager

filtering

Cost-effective

Designed to deliver essential protection at a price point Spoke VNets 3|
that meets your needs

On-premises




Azure Firewall Standard

Cloud native stateful Firewall as a service
SKU capabilities

A first among public cloud providers DNS Proxy + Custom DNS @

Central governance of all traffic flows '
Spoke 1

= Built-in high availability and auto scale

Threatintel, NAT,
network and
application
trafficfiltering
rules allows

* Network and application traffic filtering

= Centralized policy across VNets and subscriptions

inbound/

outbound access
Complete VNET protection . : -
Filter Outbound, Inbound, Spoke-Spoke and Hybrid Connections traffic S A P —a—>
(VPN and ExpressRoute) Spoke 2 ; Azure Firewall

Trafficis denied

n by default
Centralized logging " Central VNet
Archive logs to a storage account, stream events to your Event Hub, or n Azure to on-
send them to Log Analytics or Secu.rity Integration and Event pre';;lzfr{f; i
Management (SIEM) system of choice.
Spoke VNets

Best for Azure L
DevOps integration, integration with Sentinel and ASC, FQDN Tags, On-premises

Service Tags, Integration with ASE, Backup and other Azure services.



Azure Firewall Premium
Cloud native Next-Gen Firewall as a service

TLS Inspection
= Built-in TLS Inspection for Outbound and East-West traffic

* |nbound TLS termination is supported with Azure Application Gateway

= Customer provided key pair via Azure Key Vault integration

Intrusion Detection Prevention System (IDPS)

= Detect alert and block inbound/outbound malicious traffic
= Supported for both encrypted and plain text protocols

= Signature-based detection that is continuously updated

URL Filtering
= Restrict user access to HTTP/HTTPS Web content
= Support for URL wildcards

Web Categories

= Allow or deny user access to website categories such as gambling,
social media and others

= Web categories maintained and continuously updated

= URL based category matching

Azure Firewall Standard
" Including all standard firewall capabilities

Spoke 1

@Iabs W

FIREWALL CORPORATE DSS
COMPLIANT

URL

Includes Standard IDPS Filtering

firewall capabilities e
-
TLS ° Web
Inspection : Categories
, i,

(e °
=

Spoke 2 :
n Azure Firewall P
. .' s rafficis denie
by default Internet
— " VNET/VWAN ~
Azure to op-
Spo ke VNets Prﬁﬁetgra‘;flc ]:

On-premises



F|rewaII BaS|c Firewall

Application level FQDN filtering (SNI based) for HTTPS/SQL

L3-L7 Filtering

Reliability & Performance

Ease of Management

Enterprise Integration

Advanced Threat Protection

Network level FQDN filtering — all ports and protocols

Stateful firewall (5 tuple rules)

Network Address Translation (SNAT+DNAT)

Availability zones

Built-in HA

Cloud scalability (auto-scale as traffic grows)

Fat Flow support

Central management via Firewall Manager

Policy Analytics (Rule Management over time)

Full logging including SIEM integration

Service Tags and FQDN Tags for easy policy management

Easy DevOps integration using REST/PS/CLI/Templates/ Terraform
Web content filtering (web categories)

DNS Proxy + Custom DNS

Threat intelligence-based filtering (known malicious IP address/ domains)
Inbound TLS termination (TLS reverse proxy)

Outbound TLS termination (TLS forward proxy)

Fully managed IDPS

URL filtering (full path - incl. SSL termination)

Q
83000
3000

Up to 250 Mbps Up to 30 Gbps Up to 100 Gbps

/A 1 Gbps 10 Gbps

03Qa4Q.
Q00 AQ
Q003309

Alert

Using App GW



Azure Firewall

Rules Processing Logic

Threat Intelligence
NAT Rules
Network Rules

Application Rules

Spoke VNets

User configuration
L3-L7 connectivity policies

Microsoft Threat Intelligence
Known malicious IPs and FQDNs

. P ————

l ‘u
| | :
: m | E
| :
: : : - Threat intel, NAT, network and
I :
| I
|
|

." \‘, application traffic filtering rules
I‘—’: Azure i :  allows inbound/outbound access
: i Firewall |_ 0:
______ 7 : :
) i < X >@
| |
| i ' Traffic is denied
"—h: E by default
k<. . > seogsooozacY

Azure to on-prem

traffic filtenng

|
|
: Central
| VNet
|
|

On-premises



Policy Analytics (preview)
Manage Azure Firewall rules over time

Insights  Rules Flows

—+ Configure workspaces () Refresh 2] See all recommendations
Policy Insights
Policy limits 0 Rules with multiple IP addresses (D Rules with low utilization ©
= Highlights key information of the Firewall policy such as R
Policy Iimits, Duplicate rulesl Wildcard in rules and more. 2,468 Rules 7000 Max I3? Source IPs > 10 2,454 Tetal 2 O hits {all matching flows)
6,507 Unigue sources 10,000 Max 349 Destination IPs > 10 2454 Total 863 0 hits (> 20% of matching flows)
I

9,629 Unigue destinations 10,000 Max

Policy Recommendations

= Recommendations to improve the Rules in the policy

including rules with low/no hits, overly permissive rules, VNP ————

potentially malicious sources. e colscionsome A Bl M X T
Rule Analytics 5 :
= Visibility into the traffic flows of the rules over time oo L r
= Rule hit count for Application, Network and DNAT rules O ” wanas . o3 o
Single Rule Analysis A -

= Refine the rules permissions

= |nspect the flows hit per a specific rule



Azure Firewall Workbook and Sentinel Integration

Azure Firewall Data Connector for Azure Sentinel

can be used to ingest logs to visualize data in
the Firewall Workbook available in Sentinel.

= The workbook can also be downloaded from
our GitHub repo (https://aka.ms/AzNetSec)
and used with a Log Analytics workspace.

©Microsoft Corporation
Azure

et 5 O ] Help ‘U Auto refresh: Off

| TimeRange: | Last3 days | Workspaces: | TobiPremExgstlog | | Azure Firewalls:

Azure Firewall Resource List

Firewall T Premium 1| Standard t.  ProvisionedState T, FirewallPolicy

Azure Firewall Premium - IDPS

IDPS Actions Count, filterable by Action IDPS Protocol Count, filterable by Protocol

aler
| |
I3

2

T, ApplicationRuleClassic

N/A

| Show Resourc:

N/A

N/A

N/A

N/A



https://aka.ms/AzNetSec

Optimize security with Azure Firewall solution for Microsoft

Sentinel (public preview)

Built-in Threat Detection

= Port scan

= Port sweep

= Abnormal deny rate for source IP
= Abnormal Port to protocol

= Multiple sources affected by the same Tl destination

Hunting queries

= First time a source IP connects to destination port

= First time source IP connects to a destination

= Source IP abnormally connects to multiple destinations
= Uncommon port for the organization

= Uncommon port connection to destination IP

Automating response and correlation

Microsoft Sentinel | Content hub (Preview)

General

o Ove

B Log

# Mews & guides
arch (Previe

Thraat management

i Incidents

@ Workbooks

Hunting

& Motebooks
Entity behavior

i) Threatintelligencs

®  MITRE ATT&CK [Praview]

Content management

Content hub [Preview)

-_ Refresh OF Guides & Feedback
5218 = 21
Solutions Installed
fire
PREVIEW
=

Azure Firewall
Microsoft Corporation

Networking, Security - Metwork

©15

Updates

Status - All Content type : All

i
.l

Azure Firewall
Microsoft Corporation

Security - Threat Protection

Support : All Provider :
|
Azure Web Application
Firewall

Microsoft Corporation

Security - Metwork

All



Response Automation

Azure Firewall Custom Connector

Take different actions against Azure Firewall, Firewall Policy,
and IP Groups using Playbooks.

Playbooks

= AddIP to IP Group

= Add IP to Threat Intel Allow List
= Add new rule to block IP

Playbook support for the Classic rules, Standard and
Premium policy:

O o=
Premium Standard . e "

Playbook Name Policy Policy Classic Rules ; i
AzureFirewall-BlocklIP- Ves Ves Ves For s e coection st o Acpive o
addTolPGroup T st o
AzureFirewall-
AddIPtoTIAllowList No Yes No z.
AzureFirewall-BlocklP- No No Ves

addNewRule



Azure Firewall Manager




Enterprise challenges

Complex network architecture and constantly changing threat environment

Need complete visibility into the network ——
Enforcing consistent security policies across multiple firewalls —————»
Compliance using a zero-trust security model ——

Respond to internet attacks ——




Azure Firewall Manager
Single Pane of glass to manage Azure Firewall,

DDoS & WAF across Azure Tenant

Monitoring  Overview

Azure Firewall Management

Azure Firewall Manager

ntral security policy and route manage

t service for cloud based security perimaters. Learn more o

subscription : multipl

le selected: 2 <

Virtual hub security coverage

= Deploy Azure Firewall across both VNET and
VWAN deployments

= Associate Azure Firewall Policy to one or
more Firewalls

" View and modify Azure Firewall Policy

" Gain insights into Firewall Traffic with Policy
Insights *Preview*

B Getting Started

DDOS management

Deployments

@ Virtual Networks

= View and create DDoS Protection Plans
= Associate DDoS plans to VNETs

& Virtual Hubs

Security
E=  Azure Firewall Policies
R Security Partner Providers

WAF management

@ DDoS Protection Plans (preview)

= Deploy and configure WAF policies

= Upgrade from legacy WAF configuration to
WAF policies on Azure Application Gateway

J© Search (Ctrl+/) ‘ «

Virtual network firewall security coverage Virtual network DDoS security coverage

355 197 umee

1

M Protected by Azure Firewl M Protected by a DDoS Protection Plan
I No Azure Firew ployed DDoS Pratectizn Plan not enabled

m. Firewall Manager | Virtual Networks = -

~+ Create new Secured Virtual Network () Refresh (&) Manage security ~

Deploy a Firewall with Firewall Policy

2 Filter by name Clear all filters Manage DDoS Protection Plan (preview)

Virtual Networks T4 Azure Firewall Policy T,  DDoS Protection Plan

B test =




Central security and policy management

Deploy and configure Azure Firewall policies, Azure WAF
policies, and Azure DDoS Protection plans

Span different Azure regions and subscriptions from a single
pane of glass.

Enforce consistent configuration across Azure Firewall

Manage Network address translation (NAT), network, and
application rule collections, as well as threat intelligence and
DNS settings.

DevOps optimized hierarchical Azure Firewall policies

Global firewall policies authored by Central IT with local derived
firewall policies for DevOps self-service for better agility.

Manage Azure Firewall Policy independent of Azure Firewall

Azure Firewall Policy is a top-level resource with independent
access control and activity tracking.

& Global
Azure Firewall E & Admin
Manager
o Local
£ Admin
= B =
\ 4 v v
A Leed Loedd
Lo N AN L. N AN LN N AN
VNet \ . l -/ VNet VNet N l , / VNet VNet \ . l / VNet
e>_ B Loy > oL 2. ¥ oLl
UNet S d e VNet St 4 Net pevhe £
4D T 4D 4" 4D 4D 4D
VNet - VNet VNet LX) VNet VNet A L] c\ VNet
VNet VNet VNet
Prod Hub: Staging hub: Dev Hub:
Global Policy Global Policy Global Policy + Local Policy

G o e o e o e e e e e e e M M e e M M e e M M e e G M M e M M e e mmm M e e e e e )



Multi security provider support (secure hub only)

Combine best of breed security

Azure Firewall for east-west (virtual network to virtual
network/branch to virtual network) traffic filtering.

Security partner of your choice for north-south (virtual network
to Internet/branch to Internet) traffic filtering.

Use Azure for Edge security
Avoids routing internet traffic to on-premise.
Route internet traffic directly from Azure.

Partners

« Zscaler (currently runs on ZIA cloud, roadmap to run on Azure)
+ Check Point (runs on Azure)

iboss (runs on Azure)

Simplifies connectivity and security

Easily attract traffic to your secured virtual hub for filtering and
logging without manipulating User Defined Routes.

RN Secured vHub
S \

IPSec

Azure VPN
‘‘‘‘‘‘‘ Firewall Gateway
PR |
[
I
VNet 3 AN : A\
1
|
|
Express | Virtual WAN
Route — : %’ /VPN
I
I
W vV
Branch 1 Branch 2

&> zscaler

&
Check Point ~

DOSS

3rd Party
Sec-aaS

Internet

Private traffic B2V +
V2V via Azure Firewall

Internet traffic via 3P




Azure Firewall pricing page

Firewall Pricing

$ c

F|xe.d FOSt Variable Cost
$0.395/Basic flréwall/hour $0.065/GB processed by the firewall (Basic)
$1.25/Standard firewall/hour $0.016/GB processed by the firewall (Standard &
$1.75/Premium firewall/hour Premium)

Most customers save 30%-50% in comparison to NVAs

When comparing with NVAs, consider the full TCO including
licensing, multiple VMs and 2 standard load balancers (traffic + rules charge)

Throughput limit 30 Gbps

Assume at least one firewall per region


https://azure.microsoft.com/en-us/pricing/details/azure-firewall/

Azure Firewall Manager pricing page

Firewall Manager GA Pricing

Azure Firewall in Secured Virtual Hubs
Fixed fee: $1.25/firewall/hour
Variable fee: $0.016/GB processed by the firewall

Azure Firewall Manager policies
Fixed fee: $100/Policy/Region
Policies that are associated with a single hub are free of charge

Policy Analytics

Azure Firewall Manager 3rd party integration
Fixed fee: $0.4/Secured hub/hour
Virtual WAN VPN GA charges apply



https://azure.microsoft.com/en-us/pricing/details/firewall-manager/

~ @ Microsoft

Azure Firewall Premium



Azure Firewall Premium Q @:

COMPLIANT

Cloud native next-gen Firewall as a service “URL
IDPS Filtering
TLS Inspection TLS ’; Web
Inspection Categories

Built-in TLS Inspection for Outbound and East-West traffic

Inbound TLS termination is supported with Azure Application o |“||
Gatewa
y Spoke 1 :

Customer provided key pair via Azure Key Vault integration n :
Intrusion Detection Prevention System (IDPS) n
Detect alert and block inbound/outbound malicious traffic
Supported for both encrypted and plain text protocols jjjf < > —O0—> ( )
Signature-based detection that is continuously updated Spoke 2 Azure Firewall -

. . n : Trafficis denied Internet
URL Filtering - 3 . by default
Restrict user access to HTTP/HTTPS Web content n Central VNet
Support for URL wildcards

Azure to on-prem

Web Categories Spoke VNets trafficfiltering 1
Allow or deny user access to website categories such as
gambling, social media and others ﬁ

Web categories maintained and continuously updated
. On-premises
URL based category matching



Azure Firewall Premium - without TLS Inspection

@ Root certificate authority
(such as VeriSign)

i Issue
Show and verify E

L — 0 It Show the server Sh —— contoso.com
}i, Server Certificate . cerlificate 4 ow =| server certificate
Root certificate contoso.com
Use the pre-installed n __________ —p o= Secret key
root certificate to verify : "
server certificate Access to

https://contoso.com contoso.com

Azure Firewall Standard
If Transport Layer Security is used for

end-to-end, Azure Firewall cannot
inspect the packet.



Azure Firewall Premium - TLS Inspection

o

Root certificate
You must install the
Customer's provided
CA certificate
as a root certificate.

Show and verify

Se Certificat Show
o Tver 1 e’ r—

9__:%'

Access to
https.//eontoso.com

Certificate
replacement

_QL‘ Root certificate authority
J (such as VeriSign)

llssue

fo—] Show the f— contoso.com
9___1 certificate b:.l Server certificate

contoso.com

— S |

g:] Certificate with CONOSO.COM
issue —» i, —

secret key

=) Packet is inspected
Q Server certificate s venified

Azure Firewall Premium

Azure Firewall will dynamically
create the server certificate and
inspect the packets



Azure Firewall Premium - TLS Inspection

« Azure Firewall intercepts outbound traffic for inspection
« Intermediary certificate should be uploaded to the Firewall to verify server certificate.

Azure Firewall
Intercepts TLS traffic

—
—

— —

~ I'm visiting
www website com ~

www website.com

- ~
—— P

Certficate
authenticated
Dy pevate key



Azure Firewall with web applications

Azure Application

Clients Gateway with Azure Azure Firewall Azure Virtual
Web Application Premium Machines
Firewall
»
# HTTPS HTTPS HTTF'S
DNS
DNS server

or private zone

Microsoft
Azure



Azure Firewall with web applications

Azure Application

Clients Gateway with Azure  Azure Firewall root  Azure Firewall Azure Virtual
Web Application ~ CAin HTTP settings Premium Machines
Firewall —
HTTPS HTTPS HTTPS
> > >
CN: myapp.contoso.com CN: myapp.contoso.com CN: myapp.contoso.com
CA: DigiCert CA: Azure Firewall CA CA: DigiCert

Microsoft
Azure



Azure Firewall Premium - TLS Inspection

Parent policy: None

() Disabled
This feature will not be enabled on your firewalls.

@ Enabled

TLS inspection will be used with IDPS and applicable application rules.

Enable TLS Inspection in Firewall Policy

i TLS inspection is a premium feature that will not function on
standard-tier firewalls. Learn more

Key Vault Integration

Key vaull{
Select the Key vault where your CA certificate and private key are

stored, or auto-generate new certificate by selecting new Manged
Identity. Learn more

Managed identity © ®

fw-cert-id-4dELJYCvtZaNg (rg-lab) A2 ID

Key vault

®
fw-cert-kv-4dELJYCvtZaNg (rg-lab) Y4 ID
Certificate
fw-cert-4dELJYCvtZaNg (rg-lab) v |D




Azure Firewall Premium . W

DSS
Cloud native next-gen Firewall as a service “URL
IDPS Filtering
TLS ‘ Web
Inspection Categories

Intrusion Detection Prevention System (IDPS) Spoke 1
Detect alert and block inbound/outbound malicious traffic n P
Signature-based detection that is continuously updated n ' .
Over 58,000 rules in over 50 categories
Detection and Prevention mode ey
Spoke 2 : : A i "
IDPS Bypass List n zure Firewa S Trafficisdenied | tarnet
E by default
IDPS Private IP ranges (preview) yeesd
n Central VNet )
Azure to on-prem
Spoke VNets traffic filtering 1

;

On-premises



Azure Firewall Premium Configuration

Home > Firewall Manager > fw-policy1

fw-policy1 | IDPS (preview)

Firewall Policy i Directory: Microsoft

«
Parent policy: None

8 Activity log IDPS mode  Signature rules Bypass list

Access control (IAM) If IDPS is enabled on a parent policy, you can only change to a stricter setting. For example, if the parent policy specifies Alert mode, you can select Alert
and deny, but you cannot disable IDPS. Learn more
& Tags
Disabled
Settings This feature will not be enabled on your firewalls.

Alert

- bevent caley You will receive alerts when suspicious traffic is detected.

“= Rule Collections Alert and deny
You will receive alerts when suspicious traffic is detected, and that traffic will be denied when the matching signature is from a high confidence
DNAT Rules category.
Network Rules
= Application Rules
IDPS is a premium feature that will not function on standard-tier firewalls.

DNS
Threat Intelligence
TLS inspection (preview)
IDPS (preview)

# Secured virtual hubs

Secured virtual networks

Private IP ranges (SNAT)




Azure Firewall Policy

Organization Base
Policy

Sales App Firewall Database Firewall .Engineering firewall

Policy policy

policy




Azure Firewall

Rules Processing Logic

RCG 1

Priority 100

e Application Rule
¢ Priority 100

Execution order:

RCG 3
Network Rule

RCG 2
Network Rule

RCG 2

Priority 300

-

e Network Rule
¢ Priority 100
e Application Rule

e Priority 101

RCG 1

Application
Rule

RCG 3

Priority 200

e Network Rule
e Priority 300

e Application Rule
e Priority 101

"

* |

RCG 3

Application
Rule

RCG 2

Application
Rule



Policy Analytics Preview
Manage Azure Firewall rules over time

Policy Insights

= Highlights key information of the Firewall policy such as

Policy limits, Duplicate rules, Wildcard in rules and more.

Policy Recommendations

= Recommendations to improve the Rules in the policy
including rules with low/no hits, overly permissive rules,
potentially malicious sources.

Rule Analytics
= Visibility into the traffic flows of the rules over time

= Rule hit count for Application, Network and DNAT rules

Single Rule Analysis

= Refine the rules permissions

©Micro|soft Corporation

m.. Inspect the flows hit per a specific rule

Insights  Rules Flows

Policy limits 0

2,468 Rules 7000 Max
|
6,507 Unigue sources 10,000 Max

9,629 Unigue destinations 10,000 Max

| Configure workspaces () Reiresh See all recommendations

Rules with multiple IP addresses (D

37 Source IPs > 10
1

349 Destination IPs > 10
I

Rules  Net fl
The table below shows netwark flows for firewalls managed by this plicy. You can allow ar dery 3 flaw to create a rule for matching
network traffic in the future. Learn more &

Rule collection name - All Firewalls © All 3 Add filter Res

0 of 140 item

Priority TL ‘L Rule TL

0C globalNetRulel

100 glol Rul
L) o glol

00 oca

oF Faulth letF
[ 300 Defaulth JetRuleCol-C localMetfule3
O oon Defaulth letRuleCol v
Mz Defau IetRuleCol-: L

Pag f14 | Next

a

0

19; £.0/32 8
0

10.0:0.0/24, 10.... (080

19, EE] 52

19: 00732

v‘ Rules with low utilization ©

2,464 Total

2468 Total

Matching flows T Source TL Port TLProtocel T Destination T.

37 0 hits {all matching flows)
L

863 0 hits (> 20% of matching flows)




~ @ Microsoft

Azure Firewall Demo



~ @ Microsoft

Azure Web Application Firewall



Digital transformation brings about new challenges

Data Poor app
Exfiltration performance

96% 40%

of applications have at
least one
vulnerability

abandon website if
it takes longer than
3 sec to load

Developer / Security Architect / Web Manager

o
Web and DDoS
Attacks grew 50% 1 o S|

during COVID oW page

urng ‘ Sec loads for

delay in page load global users ®
can resultin
® ®

7% loss revenue

Enterprises need a modern cloud CDN to protect, optimize and scale their applications




Azure web application protection

£an
< =
DDoS attacks Web Application attacks Malicious Bots
Global ‘ ................................. : Regional ......................................................................... :

Global footprint with
non-HTTP/S traffic

.« #_ Azure Network
.,/ Edges

filtering g

Protects against - Azure WAF on
common L7 web - Front Door
attacks

Legitimate traffic \L

is allowed through

Azure Web Application Firewall combined with the global scale of Azure
Network Edges provides protection from multiple attack types

L3/L4 DDoS Mitigation
Tuned to App Traffic

Azure DDoS Standard
Patterns :

Azure WAF on
Application
Gateway

Protects against
common L7 web
attacks

Legitimate traffic \l/
is allowed through

Azure DDoS Protection Standard combined with Azure Web Application
Firewall provides adaptive protection from multiple attack types



Azure Web Application Firewall

Intelligent application protection

v" Managed rulesets powered by Microsoft Threat
Intelligence to protect against OWASP top 10

v Powerful custom rules engine
= Geo-filtering
= [P restriction
= http parameters filtering
= Size restriction

Bot protection with Microsoft Threat Intelligence
Conditional rate limiting at Azure network edge

Built-in DDoS Protection

A NN

Easy configuration: Portal, API, PS, Cli, Terraform

el

SRR, Custom rules
E > OWASP rules

> Bot management

WAF policy
Incoming requests l

m logs
tgn EE@ — . S

Azure Global WAF Azure RegionaIWAF
(Front Door) (Application Gateway)

monitor

N i
I || metrics

|
& % l:-:- >
-

Azure regions



Azure Front Door

Modern cloud CDN that delivers optimized Region 1
experiences to users anywhere = o @
Modern Architecture : '. ............. g {\.‘-' ‘.h.,
* Fully REST API driven to automate and streamline deployment . ww . .
* Tight integration with Azure : e """""" > ! % é:% m
services including App Service, Global Edge ey !
Storage, APl Manager, App Gateway Locations P
and Azure Sentinel Region 2
* Customizable rules for advanced routing Users on Public - “'-'i L
* Advanced analytics to monitor traffic and security in real time internet A I i té : h
Fast Global Delivery {ﬁrfh/—- =TT i
I— ._. /stat.lcs/* : "'k‘-'-']\ —
* Low latency, high throughput content delivery from cloud or on-prem T - % 47% sQL
to global users A Front D s .
zure Front Door : Sep == !
* Built on Microsoft massively-scaled private global network e e e : Region 3
* Supports static/dynamic content caching, file, OTT and video on- : :
demand - ™ o B
. Bhod boooooood 8 > ﬁ < . >
* SSL offload and dynamic app acceleration at the edge close to user t\.\-' é
* Simplified cost model with fewer meters to plan for
—
Intelligent Security
L

* WAF, DDoS and Bot Manager protection
* Azure Private Link support to access resources securely

* Powered by Microsoft Threat Intelligence T Microsoft Global Network««««««««««x. E



Azure Front Door WAF

.\ Edge J/ l
4 .

1 Global and centralized WAF Q % R i
A
X

Global WAF policy

2 Prevents malicious attacks close to the Custom Access Control

attack sources e Rate Limit
- OWASP TOP 10 Protection
===
3  Custom and managed rules 4 s
Microsoft ; Public
Global Network Network ;
4 Fully Integrated with the Premium SKU. - Y
Standard SKU limited to custom rules. o @

® 5 o 1

5  Rate limiting % " g
*
Cosmos

DB

6  BLOCK, ALLOW, LOG, REDIRECT Actions i . o

One or More Other Cloud On-premises

Azure Regions

6 Bot Protection



Azure WAF with Application Gateway

Protect from common application vulnerabilities

1 Highly available, autoscaling, fully <«
platform managed —> =
VM/VMSS
. . . . _ . ---
2 !\latlve in region and intra-VNet/hybrid 2o P — T
Integration 11
SQLIi/XSS attack .
—
3 Support public IP, private IPs, cross .o WAF Azure App
region, or on-premises backend pools aaa < > Service
b
Valid request
: &>
4~ OWASP top 10 out of box protection g e
CRS 3.0, CRS3.1, CRS 3.2 @ X —— —> »p
Custom Rules supported I Azure Kubernetes
. 5 . . Crawler/Scraper L7 LB Service
5  Rule configurability, exclusion lists,
different rules sets, anomaly scoring
« Ly
6  Near real time monitoring/alerting with On-Premises
Azure Monitor, Azure Security Center Application Gateway & WAF

integration, Azure Sentinel integration



Azure Web Application Firewall

WAF modes

Detection mode
Monitors and logs all threat alerts
Does not block incoming requests

Turn on Diagnostics and WAF logs

Prevention mode
Blocks attacks identified by the rules

“403 Unauthorized access” error

Incoming requests l

tgn EE@ — . S

Azure Regional WAF
(Application Gateway)

Azure Global WAF

(Front Door)

.‘h
S

Azure regions

l
T

=)

all.
SRR, Custom rules

craenenennd  OWASP rules
> Botmanagement

WAF policy

%

m logs

monitor

pave )
I || metrics



Different WAF Policy Categories

Global WAF Policy

All sites in Application Gateway are protected with the same
policy

Per-Site WAF Policy

Each listener is protected by a WAF policy with unique custom
rules, exclusions etc.

Per-URI WAF Policy

URI level specific WAF configuration using Path Based Rule to
manage access to resource




WAF Policies Demo

Global WAF Policy

Enable Managed Rules and Bot rules

Per-site WAF Policy
Allow only US traffic

Per-URI WAF Policy

Allow specific IPs

Regional WAF +

‘F
‘ é App Gateway

|

Listener1

|

/path1 /path2




WAF Integration

- Send WAF Data to Azure
Sentinel

+ Hunting Using WAF Data
- Generate Incidents using Azure
- Azure Sentinel Analytics

- Respond to Incidents with
Playbooks

- Visualize with Azure Monitor
Workbooks

Azure Web Application Firewall (WAF)

. Azure Web Application Firewall (WAF)

Connected X Microsoft © 6 minutes ago
Status Provder Last Log Recewed
Description

Connect to the Azure Web Application Firewall (WAF) for Apphication Gateway,

Front Door, or CON. This WAF protects your applications from common web
vulnerabilities such as SQL injection and cross-site scripting. and lets you
customize rules to reduce false positives. Follow these instructions to stream
your Microsoft Web application firewall logs into Azure Sentinel.

Last data received
09/01/20, 11:29 AM

Related content

a4 12 é 4

Workbooks Queries Analytic rules templates

Data received

T 000K APPLICATIO
800K | FRONTDOO.
| con
600K
400K
oK
o — = > s = = > SN ~ ==
August 23 August 30
Total data receaved Total data received Total data received
10.53% 117.92«

Data types
& AzureDiagnostics (Application Gateways) 09/01/20, 11:29 AM

& AzureDiagnostics (FrontDoors) 08/28/20, 10:57 AM
“» AzureDiagnostics (CON)

Instructions Next steps

v\

Prerequisites
To integrate with Azure Web Application Firewall (WAF) make sure you have:

Workspace: read and write permissions are required.

Configuration

Connect Azure WAF to Azure Sentinel
Go to each WAF resource type and choose your WAF,

Inside your WAF resource:

1. Select Diagnostic logs.
2. Select + Add diagnostic setting.
3. In the Diagnostic setting blade:

o Type a Name.

o Select Send to Log Analytics.

o Choose the log destination workspace.

o Select the categories that you want to analyze (recommended: ApplicationGatewayAccessLog
ApplicationGatewayFirewallLog, FrontdoorAccessLog, FrontdoorWebApplicationFirewallLog,
WebApplicationFirewallLogs).

o Click Save.



Azure WAF Pricing with Application Gateway v2

Web Application Firewall Application Gateway

Fixed $0.443 per gateway-hour

Capacity Unit' $0.0144 per capacity unit-hour



Azure DDoS Protection ﬁ




What are DDoS attacks?

Bad actors generate malicious traffic to take down
the network or application (public) by either
impacting the availability or the performance of
the network or application.

Why should | care?

Any public IP receiving traffic from the internetis
susceptible to DDoS attacks.

Top cause of availability issue for large enterprises.




How real are they?

5000
DDoS attacks
increased by 43%
in H2 of 2021 3000

2000

4000

1000

0
July 2021

Attack bandwidth

2014

4OOGbps

(NTP Amplification)

©Microsoft Corporation
Azure

Number of DDoS attacks

Aug 2021 Sep 2021 Oct 2021 Nov 2021  Dec 2021

2020

2.3prs

2018 (CLDAP Reflection)

1 .7prs

(Memcached)
2016
6 SOGbps
(Protocol Flood)

73% of DDoS
attacks are
under an hour

Attack vectors

> 10 hours
4-10 hours
3-4 hours
2-3 hours
1-2 hours
51-60 min
41-50 min
31-40 min
21-30 min
11-20 min
6-10 min
3-5min

1-2 min

Attack duration

12%

mQ3and Q4
mQland Q2

16%

13%

18%
16%

10%

12%

16%

5% 10% 15% 20%

Attack vectors

Source:

= UDP spoof flood attack
= TCP ACK flood attack
= DNS amplification attack
IP protocol flood attack
= NTP amplification attack
= SSDP amplification attack
m TCP SYN flood attack
= Memcached amplification attack
= TCP invalid SYN flood attack
® CLDAP amplification attack

= CharGEN amplification attack



https://azure.microsoft.com/en-us/blog/azure-ddos-protection-2021-q3-and-q4-ddos-attack-trends/

CY2021 Holiday Season

On November 11, 2021, we mitigated a 3.47
Thps (340M pps) DDoS UDP attack in Azure,
the largest attack ever reported in history!

Inbound UDP attack bandwidth mitigated (Tbps)

4
35
3
2.5
2
1.5
1
0.5

0
8:05 PM 8:07 PM 8:09 PM 8:11PM 8:13 PM 8:15PM

In December, we mitigated two more attacks that
surpassed 2.5 Tbps — one was a 3.25 Tbps UDP attack,
and the other attack was a 2.55 Tbps UDP attack.

Inbound UDP attack bandwidth mitigated (Tbps)

3
25

2
15

1
05

0 3
7:10 AM 7:12 AM 7:14 AM

Inbound UDP attack bandwidth mitigated (Tbps)

5:10 PM 5:15PM 5:20 PM 5:25 PM 5:30 PM 5:35PM 5:40 PM



Azure DDoS Network Protection

Cloud scale DDoS protection for
Virtual Networks in Azure

@ Azure global network
@ Adaptive tuning
@ Attack analytics & metrics

@ Integration with Microsoft
Defender for Cloud & Sentinel

@ DDoS Rapid Response (DRR)

@ SLA guarantee and cost protection

Public Internet

Central VNET Spoke VNET
Inbound /
G- Outbound Inbound %>

|— Azure DDoS —l %
® ‘a

Azure Firewall Azure WAF



Azure DDoS IP Protection (Preview)

DDoS protection designed for small & medium

businesses //,-:\\\ Public Internet
. . I
@ Cost-effective, enterprise—grade l DDOS IP
Protection

DDoS protection @
Public IP address

-

Azure Firewall

Integration with Microsoft
Defender for Cloud & Sentinel

0 0 6

|
|
|
|
|
|
|
Easy to configure and monitor | % |
|
|
|
|
|
|
|
|
|

Flexibility to enable protection on ) ¢
an individual public IP resource Spoke VNET Central VNET Spoke VNET
Inbound /
FANN Outbound LD
| L

L=

Azure WAF



SKU comparison

DDoS IP Protection

Feature . DDoS Network Protection
(Preview)

Active traffic monitoring & always on detection

L3/L4 Automatic attack mitigation

Automatic attack mitigation

Application based mitigation policies

Metrics & alerts

Mitigation reports

Mitigation flow logs

Mitigation policies tuned to customers application

Integration with Firewall Manager

Azure Sentinel data connector and workbook

DDoS rapid response support

Cost protection

WAF discount




Microsoft's DDqS Protection Scale

0. k ! -
B, L N
H

.
® o |

Available region
',‘ Announced region
= Edge Site

WAMN Links

Inbound &

62 80+ Tbps ‘ | 2’000 Outbound

. o . N Mitigations
regions mitigation capacity Attack mitigations daily

B® Microsoft Azure




DDoS integration with Azure
Firewall Manager

Take actions to protect unprotected virtual
networks within Firewall Manager to improve
network security posture.

Microsoft Azure P Search resources, services and docs

Home

&, Firewall manager | Virtual networks @ =

\ A Search \ « —+ Create new virtual network == Edit columns () Refresh B Manage security ™

Getting started The table below shows network flows for firewalls managed by this policy. You c: Migrate with a new policy : for matching
network traffic in the future. Learn more ' .
Migrate with an existing policy
Deployments

‘ Filter by name... Policies : All Firewalls : All +? Add f Add DDosS Protection Standar
#  Virtual hubs -

) 1-10 of 140 items Add an App Gateway
& Virtual networks

. Name Tl Azure firewall policy T Firew Add an NSG R App Gateway
& Azure network manager

myHubVnet-1 myGlobalPolicy-1 firewall-myHubVnet-1 DDoS-Basic -
Security myHubVnet-2 myGlobalPolicy-1 firewall-myHubVnet-2 DDoS-Basic -

B Azure firewall policies

o
<)

myHubVnet-3 Managed by rules firewall-myHubVnet-3 o =

" Security partner providers myHubVnet-4 myLocalPolicy-A firewall-myHubVnet-4 DDoS-Basic myAppGW
@ Web application firewall policies myHubVnet-5 myGlobalPolicy-1 firewall-myHubVnet-5 DDoS-Basic -

O DDoS plans myHubVnet-6 myGlobalPolicy-1 firewall-myHubVnet-6 DDoS-Basic

“:4 Network security groups myHubVnet-7 Managed by rules © firewall-myHubVnet-7 - -
Menitoring myHubVnet-8 Managed by peering © - - -

myHubVnet-9 Unmanaged © - -

Network flows

0000000’ 0g @
0 0% 000®®O0 0

myHubVnet-10 Unmanaged O - -

Page‘ 1 ~ |of14 ‘ Next >



Inline DDoS protection with
Gateway LB and Partner NVAs

Public preview

Inline L7 DDoS Protection

Gaming provider

DDOS attacks'on game ServerS Cause "‘ ........ : . ......... 2 ................................... > gatewayLB
outages ranging from 2-10 seconds & L Ut
. . . . fgametraffic e >
resulting in game disruption. - | ; (© |
: : Unfiltered
. . . Unfiltered : : .
Existing solutions are focused to protect a B A game traffic [
load balanced, stateless, TCP service against : o
- ) 8 L ¢ |
attacks that last for minutes/hours. 3200 S T
Protection ? traffic traffic
. . . .
These are ill-suited to protect against DDoS peure DDoS Network ﬁﬁﬁ E R E STy
rotection
attacks on game servers.
2 Game Servers

Gateway LB enables protection of game
servers via enabling gaming partners to
create an inline DDoS solution.

Consumer Virtual Network



Adaptive tuning

Protection policies tuned to your application’s
traffic profile.

Continuously profiles normal Public IP traffic.

Utilizes machinelearning algorithms for adaptive
tuning and setting mitigation threshold.

Easy to setup with no user configuration
Is required.

Internet

PublicIP1 PubliclIP 2

DDoS Network Protection

——————-- 1

o

B~
o I—E:_//_F\<\> %‘ Web Application 1

|

|

I

: L l“/_\
| [

| [

| v
: Adaptive P\C
| Tuning l-_/\
|

|

Engine |

Web Application 2



Attack analytics and metrics

Telemetry through Azure Monitor

Provides near real-time network attack
mitigation flow logs

Attack data snapshots every 5 mins and
full post attack summary

Logging can be integrated with Azure
Sentinel, Splunk, OMS, and Azure Storage

Available metrics Metrics chart &

DDOSDEMOGATEWAYIP f

o You can only select metrics of the
same unit {count/second)

V| Inbound SYN packets to trigger DDoS mitigati

und TCP packets DDoS

und TCP packets dropped DDoS

DISTRIBUTION BY SOURCE (1/1000 SAMPLE RATE)

. 84.6K 53.9K
und UDP packets to trigger DDoS mitigat ., TOTAL FLOWS DROEPED

48k
23k I
o l .

240 AM 945 AM 930 AM §:35 AM 10:00 AM

167.220.2.232
40.85.229.180
40.85.231.109
40.85.228.249
40.85.228.246
40.85.229.156

40.85.224.253

PACKET ACTION (1/1000 SAMPLE RATE)

Top 3 actions taken

Dropped due to invalid

36.7k

84.6K Packet was forwarded tf
TOTAL 30.7x
Dropped due to rate li
10k

Dropped due to invalid TCP Sy...
Packet was forwarded to servic...
Dropped due to rate limit exce...

Dropped due to invalid UDP pa...

Dropped due to invalid TCP pa...



Microsoft Defender for Cloud
Integration

Recommendations for unprotected public IPs
Alerts Integration into a single dashboard

Regulatory Compliance recommendations :
based on standards T —

Failed
Azure CIS1.1.0 13 of 26 passed controls
99
341 Passed IPC\ DSS3.2  2of33passedcontrols M
TOTAL 240

Skipped

1S0 27001 2 of 22 passed cantrols

ISOC TSP 1 of 13 passed controls [l

I A13. Communications security
~ | A13.1. Netwerk security management

o || A13.10. Network contrals

~ | A13.1.2. Security of network services

ASSESSMENT RESOURCE TYPE FAILED RESOURCES
Restrict access to storage accounts with firewall and virtual network conf [ Storage accounts 44 of 46
Require secure transfer to storage account 7 Storage accounts 43 of 46
Restrict access to App Services (Preview] \tieh applications B8

Web Application should only be accessible aver HTTPS Vieh applications 88

Enable DDo$ pratection standard & Wirtusl netwarks 4 of 122




Azure DDoS Protection

Attack analytics and Microsoft Sentinel integration

Azure DDoS Protection Workbook = &

=2

DDoS Summary

Workspaces: CyberSecuritySOC v TimeRange

Traffic Overview

1392.777w 1392758w 370967

Last Ten DDoS Attack Reports, select attack to provide resource lookup

TimeGenerated

Protocols

t,  TopAttackVector 4 TotalPack..hy

370947u |21806

TotalPack..ty, IPAddress

Skl

Countries of Origin

1414 1414

Resource Lookup, based on Most Recent DDoS Attack Report
id T, name T, type

L

AS Numbers

100%

Drop Reasons

©




Basics O

MEW SUPPORT REQUEST

DDoS Rapid
Response (DRR)

* |ssue type
* Subscription

]

1

1

1

1

1

1

1

1

1

: Technical v
1

1

1

1

1

1

1

: Can't find your subscription? Show mare @

Specialized DDoS Rapid Response 7 osep N
support during active attacks ! 1 boeee-

* Service
':@J' My Services '3::3' All Services
Custom mitigation policy configuration DDOs Protecton .

* Resource

* Support plan

Azure Support Plan %

4
1
1
1
1
1
1
1
1
1
1
1
1 test W
1
1
1
1
1
1
1
1
1
L

Problem O

MNEW SUPPORT REQUEST

* Severity @

A - Critical impact ~

Your continuous cellaboration is critical to our success. Learn more

* Problem type

]
1
1
1
1
1
1
1
1
1
] i
I e 4
\ A
,’ : For critical issues, Microsoft Support will call you and work with you 24x7 until resolution.
1
1
1
1
1
: Under attack ~
1
1



DDoS SLA Guarantee
and Cost Protection

99.99% SLA guarantee for Azure DDoS
Protection service

99.99% SLA guarantee that during attack the
target resource will not be impacted

Receive 100% service credits for resource costs
incurred as a result of a documented DDoS attack

$

SLA Guarantee and
Cost Protection



Azure DDoS Network Protection - Pricing

Fixed Cost

$3K/month for the entire tenant (multiple subscriptions and VNETs)

$30/month for each IP above 100

Pricing includes
Cost protection against unforeseen scale out of resources

Access to rapid response support for DDoS cases without paying $75K/annum of ARR premium

Examples of resources protected under DDoS cost protection:
» Data process (ingress/egress) for Azure firewall, AppGW/WAF
+ WAF is 100% discounted when DDoS Network Protection is enabled on the VNET; AppGW charges will apply
» Scale out of VMs, AKS
» Data egress for network bandwidth-happens during an amplification attack when DDoS impacted app makes outbound connections.
* Scale out of backend PaaS resources like SQL, CosmosDB, Storage, App Services etc.

Azure DDoS Protection Pricing | Microsoft Azure



https://azure.microsoft.com/en-us/pricing/details/ddos-protection/

Azure DDoS IP Protection (Preview) - Pricing

Fixed Cost

$199/month per public IP resource protected

Azure DDoS Protection Pricing | Microsoft Azure



https://azure.microsoft.com/en-us/pricing/details/ddos-protection/

Azure Secure Hybrid Architecture

T T ﬂﬁ'z‘u‘f‘é"ﬁ%a‘ﬁ‘t"baa'r ..................................................................................................................................................

Global WAF
f Vnet-hub e
: 10.0.0.0/16 Azure DDoS protection

>
= £

: x ﬁ Application Azure Firewall Private endpoints —— -
: ExpressRoute gateway 5
: Vnet gateway WAF
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Key takeaways

Complete your defense in depth security with
best-in-class cloud native services

Every Azure Virtual Network and Public IP should
be protected by Firewall and DDoS

Every Web/APl/Mobile application should have
WAF protection enabled

Access to VMs should only be via Azure Bastion

Enable Azure Private Link for the most secure way
to access all PaaS services

QYN
i

o
s

-;-',;.-;l,...f_‘ R
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g1l
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Resources

+ Network security strategies on Azure

-#* Best practices for network security

-+ Azure Private Link

~# Azure Private Link service

~# Azure Firewall Standard features

-# Azure Firewall Premium features

-# Azure Firewall preview features
-# Azure Firewall Architecture with Application Gateways

-# Azure Firewall to inspect traffic to Private Endpoints
# |Integrate NAT gateway with Azure Firewall
-# Azure Secured Virtual Hub (Azure Virtual WAN)

# Azure Web Application Firewall (WAF) policy
-# Azure DDoS Protection

-+ Azure DDoS Protection SKU Comparison

©Microsoft Corporation
Azure



https://learn.microsoft.com/en-us/azure/architecture/framework/security/design-network
https://learn.microsoft.com/en-us/azure/security/fundamentals/network-best-practices
https://learn.microsoft.com/en-us/azure/private-link/private-link-overview
https://learn.microsoft.com/en-us/azure/private-link/private-link-service-overview
https://learn.microsoft.com/en-us/azure/firewall/features
https://learn.microsoft.com/en-us/azure/firewall/premium-features
https://learn.microsoft.com/en-us/azure/firewall/firewall-preview
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
https://learn.microsoft.com/en-us/azure/private-link/inspect-traffic-with-azure-firewall
https://learn.microsoft.com/en-us/azure/virtual-network/nat-gateway/tutorial-hub-spoke-nat-firewall
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-global-transit-network-architecture?toc=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Farchitecture%2Ftoc.json&bc=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Farchitecture%2Fbread%2Ftoc.json
https://learn.microsoft.com/en-us/azure/web-application-firewall/ag/policy-overview
https://learn.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
https://learn.microsoft.com/en-us/azure/ddos-protection/ddos-protection-sku-comparison
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